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STATEMENT OF WORK
FOR
SECURE VI DEO TELECONFERENCI NG SYSTEM ( SVTS)
ENG NEERI NG SUPPORT AND MAI NTENANCE

1.0 (U) SCOPE.

1.1 (U BACKGROUND. The SVTS is a dedicated, high performance
network that enables nmulti-nedia teleconferencing. The network
was designed with an evol utionary engi neeri ng approach to enabl e
i ncrenental technology insertion and noderni zati on w thout
interruption of service. The network services provide secure
exchange of high-interest, tinme-sensitive information anong

top-1 evel decision makers. SVTS provides integrated secure
services for exchange of full notion video, voice, graphics, and
data at SVTS fixed facilities and nobile units. The SVIS
architecture relies on commercial off the shelf products that are
controll ed by custom devel oped software. Centralized network
control provides operations oversight for SVTS through integrated
net wor k managenent tools that detect and isolate faults for
critical network conponents.

1.2 (U GENERAL DESCRI PTI ON. The contractor shall provide
mai nt enance and engi neering support to ensure conti nued
reliability and availability of services to all SVIS fixed
facilities, nobile units, and the network control hub.

Engi neeri ng support will focus on evolution and noderni zati on of
technical capabilities to maxi m ze network performance and
interoperability. It is anticipated that the engi neering support

will constitute approximately 80% of the total dollar val ue of
the contract.

1.2.1 (U MAINTENANCE. The contractor shall provide 24
hours/ day, 7 days/ week, on-call maintenance for all SVTS
har dwar e and software conponents, including the two sites |ocated
out si de the Washi ngton Metropolitan Area, and the Design,
Engi neering, & Integration (DE& ) Facility. The contractor shal
al so provide preventive mai ntenance on a regularly schedul ed
basi s that acconodates SVTS users and their operational
schedul es. The contractor shall purchase materials and spare
parts to support the maintenance effort and shall house and
manage t he mai nt enance depot facility that supplies and stores
SVTS repl acenent parts. Specific maintenance requirenents are
included in section 3.1

1.2.2 (U ENG NEERI NG SUPPORT. The contractor shal
provi de engi neering support for the design, devel opnent,




integration, test, installation, training, and docunentation of
all extensions to the SVIS network. The contractor shall also
provi de engi neering support for the design, devel opnent,
integration, test, procurenent, installation, training, and
docunent ati on of SVTS nodifications to correct |atent defects or
to insert new technology. The contractor shall purchase

equi pnent, parts, and materials as necessary to support this
wor k; such purchases will be specified on Task Orders which w |
be witten against this contract. The contractor shall house and
manage the SVTS Devel opnent, Engi neering, and Integration Lab for
engi neering anal yses and prototyping. Specific requirenents are
included in Section 3. 2.

2.0 (U APPLI CABLE DOCUMENTS. The reference docunents listed in
Appendix A w Il be available for contractor review. In the event
of conflict between the docunents referenced herein and the con-
tents of this SON the SOWNshall govern and the contractor shal

i mredi ately bring any discrepancy to the attention of the Con-
tracting Oficer (CO.

3.0 (U REQUI REMENTS.

3.1 (U MAI NTENANCE AND LOG STI CS SUPPORT.

3.1.1 (U CONTRACTOR RESPONSI BI LI TY.

3.1.1.1 (U SYSTEM MAI NTENANCE. The contractor shal
perform system nmai nt enance for the SVIS. System Mi nt enance
consists of all hardware and software maintenance for all the
SVTS nodes fixed and transportable, the HUB, the Devel opnent,
Engi neering and Integration Facility (see Appendix C - System
Equi prent Li st and Appendi x H — List of Mintenance Spares).
Mai nt enance shall be perfornmed within prescribed tine limts and
t he mai ntenance details shall be recorded in the site's and the
Hub' s nai ntenance | og at the concl usi on of each nai ntenance
visit. The contractor shall maintain all itens contained within
or part of the SVTS encl osures (node consol e area, node equi pnent
support area (ESA), gateways, and the Hub) except as stated in
paragraph 3.1.2 (Governnent Responsibility) and for user-provided
furniture, equipnment, etc. Contractors inplenented design
changes shall be automatically enconpassed in system mai nt enance
and the Availability Requirenents Provision (Appendix D). System
mai nt enance shall be based on the system operational requirenent
of 24 hours per day, 7 days per week and the contractor shal
ensure systemavailability as per Appendi x D

3.1.1.1.1 (U ON-CALL MAI NTENANCE. The contractor shal
provi de on-call maintenance 24 hours per day, 7 days per week,
for hardware and software problens. The contractor shall respond




to on-call maintenance requests within 60 m nutes during
Government duty hours. During off-duty hours, the contractor
will be allowed an additional 60 m nutes (totaling 120 m nutes)
to respond. The contractor's response tine is detailed in
Appendi x D. The contractor shall be responsible for perform ng
all troubl eshooting and applicabl e mai ntenance in conjunction
wi th a Hub mai ntenance (request) ticket.

3.1.1.1.2 (U FEACILITY MAI NTENANCE. The Contractor shal
provi de mai ntenance for the SVIS Uni nterruptabl e Power Supply
(UPS) Systens, and the SVTIS Air Conditioning (A/C) systens at
sites listed here. The contractor shall maintain UPS at Sites 1
2, 5, 11, 12, 13, 14, 15, and 16. The contractor shall maintain
A/ C systens at Sites 1, 16, and 17. The contractor shall also
provi de mai ntenance for the portable A/C unit currently | ocated
at Sites 5/12/13 UPS room The contractor shall renove al
debris resulting fromthe maintenance activity prior to departing
the site.

3.1.1.1.3 (U MAI NTENANCE DEPOT. The contractor shal
provide and maintain a storage facility for mai ntenance spares,
faulty nodul e and equi pnent testing, limted cable build/repair
capability, and excess material storage. The contractor shal
furnish and maintain at the depot all tools, support equipnent,
test equi pnent, and technical literature necessary to
mai ntai n/repair the SVIS systemin accordance with the approved
Mai nt enance Support Pl an (see paragraph 3.3.2).

3.1.1.1.3.1 (U The contractor shall provide a controlled
and audi ted storage space for system nai ntenance spares with a
recommended m ni num si ze of 1000 square feet.

3.1.1.1.3.2 (U The contractor shall provide a controlled
and audited storage space for residual (excess) materials with a
recommended m ni num si ze of 1000 square feet. The contractor
shal | di spose of excess material in accordance with Governnent
regul ati ons.

3.1.1.1.3.3 (U The contractor shall provide a test area
for faulty nodul e and equi pnent testing and limted cable build/
repair capability with a recomended m ni nrum si ze of 1000 square
feet.

3.1.1.1.3.4 (U The contractor shall provide a staging area
with a recommended m ni mum si ze of 500 square feet.

3.1.1.2 (U HARDWARE NMAI NTENANCE.




3.1.1.2.1 (U CORRECTI VE MAI NTENANCE. The contractor shal
provi de corrective maintenance, to include fault isolation and
testing, equipnment adjustnments, printed circuit board (PCB) and
conponent replacenents/repairs, energency repairs, and restora-
tion of service. The contractor shall not reboot or recycle
power to equi pnment or reset conponent cards during failure condi-
tions without first troubl eshooting, doing error analysis, and
attenpting to determ ne the cause of the failure, unless the re-
boot, recycle, or reset is necessary to set up an inpendi ng con-
ference. After corrective action, the contractor shall conduct a
test to ensure the systemis operational prior to |eaving the
site. The contractor shall keep the site personnel infornmed of
corrective actions taken and system status by recording the main-
tenance perforned in the mai ntenance | og kept at each site and
the Hub and the Software Devel opnent Facility.

3.1.1.2.1.1 (U EM TESTING & RESTORATI ON. The contract or
shal |l establish an EM Test Plan for Governnent approval in ac-
cordance with M L-STD 461/462. The contractor shall perform
El ectromagnetic Interference (EM) tests at one user site and
restore this site as necessary. The contractor shall test this
site, at |least sem annually. Tests shall be performed in
accordance wth M L-STD 285/461/ 462, using Governnent furnished
EM test sets. Test results shall be recorded and eval uated on
site, and the m ninmum attenuation cal culated. Test results shal
be provided to the Governnent. Racks and encl osures shall neet
the site accredited attenuation requirenents of a m ni num
of 40 db attenuation across the 200 MHz to 1 Gz spectrum for
equi pnent racks, and a m nimum of 40 db attenuati on (narrow band
test at 464 MHz) for enclosures. Testing/restoration at the site
shoul d not exceed 72 hours per test and restoration cycle and may
requi re weekend schedul es for the HUB and sone sites. The
contractor shall coordinate test schedul es and procedures with
the Governnent. The contractor shall maintain and calibrate
(as required) the EM test sets furnished by the Governnent.

3.1.1.2.1.2 (U VENDOR SUPPORT. The contractor shal
obtain on-call vendor technical assistance/service for critical
SVTS hardware conponents, such as conputer platfornms, the Hub
swi tch, codecs, audio/video swtches, etc., until the governnent
deci des that the assistance/service is no |onger required.

3.1.1.2.2 (U PREVENTI VE MAI NTENANCE. The contractor shal
establish procedures for and shall follow a schedul e of regul ar
preventive mai ntenance (PM, based on the specific needs of the
contractor-nmai ntai ned equi pnment (see Appendix E - 1997 PM Sche-
dule). Preventive maintenance schedul es shall be coordi nated
with and provided to the Governnent. Preventive mai nt enance on




any part of the systemshall not require an out-of-service condi-
tion in excess of the requirenents specified in the Availability
Requi renments Provision. The contractor shall record preventive
mai nt enance details in the site's and the Hub's mai ntenance | og
at the conclusion of each preventive mai ntenance visit. The
preventive mai ntenance schedul e shall be adjusted or nodified
whenever necessary to accommobdate the operational requirenents of
t he SVTS users.

3.1.1.3 (U) SOFTWARE NAI NTENANCE. The SVTS software is
currently witten in DEC VAX PASCAL, BORLAND TURBO PASCAL t he
know edge- based engi neering | anguage GENSYM &, and DEC DCL
operating systemlevel command interpreter (script) |anguage.
Additionally, the COTS software packages used in the systemare
listed in paragraph 2 of Appendix C. The contractor shal
provi de 24 hours per day, 7 days per week, on-call software
mai nt enance support for all software problens. The contractor
shall respond to software problens wthin the tinme [imts speci-
fied in paragraph 3.1.1.1. The contractor shall provide software
mai nt enance support to correct any software rel ated mal functi ons,
design errors, logic errors, or inplenentation flaws. In the
case of software errors which cause systemfailures or failures
in system services, the contractor shall take inmedi ate renedi al
actions to correct or circunvent the problem The contractor
shall follow the Software Procedures outlined in Appendi x E when
perform ng energency software mai ntenance. The contractor shal
make no imedi ate field changes to software or i medi ate changes
to system startup paraneters w thout prior approval of the
Governnent. The contractor shall keep up to date with published
deficiencies, problens, solutions, patches and workarounds for
all SVTS COTS software, to include the SVTS operating system and
all other COTS software in use in the SVIS. The contractor shal
keep the governnment apprised of this information (CDRL 010,
“Software Trouble Report (STR’) and shall indicate which itens
may i npact SVTS operations. The governnment may require sel ected
items to be included in the STR process.

3.1.1.3.1 (U SOFTWARE ERROR CORRECTI ONS. The contractor
shal |l open a Software Trouble Report (STR) to docunent all soft-
ware problens, as well as to initiate and track the effort to
correct software problens. No software mai ntenance devel opnent
or coding shall be conducted until a STR has been opened and
approved by the Governnent. The procedures for generating STRs
and for managi ng software mai ntenance problens are found in the
Confi guration Managenent and Software Managenent Pl an (Appendi x
G . The Governnment will determ ne whether the problemidentified
in the STR has resulted or could result in a failure which criti-
cally inpacts SVTS operations (e.g., problens which can cause to-




tal systemfailure, failure of systemfunctional capabilities,
failure inpacting upon systemsecurity, or failure of system con-
trol elenents which preclude use of the system functional capa-
bilities, or systemcontrols). |If the Governnent determ nes that
the problemcorrection is critical to SVIS operations, then the
contractor shall determne a solution, nodify and test the code,
and install the corrected code in the field follow ng the rel ease
procedures in the Appendix Gwithin 48 hours. |In the case of
failures which inpact system security, the contractor shal

i npl enent the change imediately. The contractor shall make no

i mredi ate field changes to software or inmedi ate changes to sy-

stem startup paraneters w thout approval of the Governnent. |[f
t he Governnent determ nes that the software problemis not criti-
cal, the contractor shall install the correction as part of a

regul arly schedul ed software release. Historically, during the
period 1989-1997, there has been an average of 20 STRs annual ly.
O those 20 STRS, an average of three STRs has been determ ned
to be critical. The contractor shall ensure that all newy
devel - oped software is conpletely conpatible with existing code,
i n-cluding the operating system

3.1.1.3.2 (U SOFTWARE RELEASES. The Governnment may
require the contractor to install up to three software rel eases
per year.

3.1.1.3.3 (U SVIS- OFF- THE- SHELF SOFTWARE UPGRADES. SVTS
of f-the-shelf software is all governnment or commercially supplied
software used in the SVTS network, the DE& |aboratory, and SVTS
engi neering devel opnent, such as operating systens, devel opnent
tools, and applications. The contractor shall review all new
rel eases for SVIS off-the-shelf software and shall informthe
government of the inpacts and benefits of the new rel ease. The
contractor shall ensure that all SVTS off-the-shelf software
versions are updated and kept current, as necessary, and that
required licenses are obtained. The contractor shall maintain
these licenses until the Governnent determ nes that they are no
| onger required. |If any SVIS-off-the-shelf software OEM provides
on-call technical support as an option, the contractor shal
i nclude that option in the purchase or | ease agreenent until the
gover nnment decides that support is no |longer required. The
contractor shall replace any SVIS off-the-shelf software with
conpar abl e software when the vendor no | onger provides adequate
support. Wen inplenenting the software upgrades, the contractor
shall integrate the new software with the existing SVIS hardware
and software. Testing and governnent approval are required prior
to fielding software rel eases | AW Appendix G It is estimted
that each SVTS off-the-shelf software package nmust be upgraded
(or a new rel ease fielded) throughout the SVIS network at | east




once every two years.

3.1.1.4 (U INVENTORIES. The contractor shall maintain
appropriate inventories of all spares and equi pnent.
This shall be done for the equi pnent at the SVTS
sites, the DE& Facility, and the Software
Devel opnent Facility. Refer to paragraph 3.7.1.(3)
for information about the required spare parts
i nventory.

3.1.1.5 (U) MONTHLY MAI NTENANCE REPORT. The contractor shal
provi de a nonthly maintenance report. The nonthly
mai nt enance report shall consist of a copy of al
mai nt enance tickets opened for the nonth, all tickets
still opened from previous nonths, all STRs for the
mont h, statistics for the nonth, statistics for the
past four nonths, statistics for the past 12 nonths,
statistics for the year to date, a summary of the
significant maintenance itens for the nonth, analysis
of inmportant systemfailure(s) during the nonth, and
any other significant information. The contractor
shal |l al so update the list of opened STRs, and
provide the current status of STRs. Wth the nonthly
mai nt enance report, the contractor shall include the
updat ed mai nt enance support database (see paragraph
3.3.2.2) on diskette(s). See Appendix D for details
of the nmonthly mai ntenance report.

3.1.1.5.1 (U MAI NTENANCE TI CKETS. Muai ntenance tickets are
only applicable for maintenance actions perfornmed in whole or in
part by the contractor or his subcontractors. Mintenance
tickets will be opened for both hardware and software maintenance
requests. See Appendi x D.

3.1.1.6 (U ANNUAL NAI NTENANCE REPORT. The contractor
shal | provide an annual mai ntenance report. The report shal
cover mai ntenance itens for the past fiscal year. The report
shall consist of, at a mninum the foll ow ng:

a. Statistics for the year

b. Summary of significant maintenance itens for the
Year. Significant maintenance itens here are
defined as any Category 1 tickets (see Appendix D
for definition of Category 1).

c. Analysis of inportant systemfailure(s) during the
year. |Inportant systemfailure here is defined as



any Category 1 problem

d. Any other significant information

e. Equipment listing of all sites including the Hub

f. Cable diagranms of all sites including the Hub

g. Rack elevation of all sites including the Hub

h. Spares listing

i. Listing of spares used the past year

J. Listing of all equipnment manual s.
3.1.2 (U GOVERNMVENT RESPONSI BILITY.

3.1.2.1 (U CRYPTOGRAPHI C EQUI PMENT NMAI NTENANCE. The

Government shall performall maintenance for conmunications
security equi pnent (excluding the power supplies). However, the

contractor shall performthe work of renoving defective equi pnment
and replacing it with functional equipnent.

3.1.2.2 (U FACLITY MAI NTENANCE. The Governnent shal
provi de mai ntenance for facility power, including UPS, and A/C
systens at sites listed here. The Governnent shall maintain UPS
for the SVTIS at sites 3, 4, 6, 8, 10, and 17. The CGovernnent
shall maintain A/C systens for the SVIS at sites 2, 3, 4, 5, 6,
8, 10, 11, 12, 13, 14, and 15. The contractor shall maintain UPS
and A/ C systens at all other sites as specified in the paragraph.
The Governnent will also maintain Facility expendables (Iight
bul bs, paper, etc) and be responsible for the cleanliness of the
r oons.

3.1.2.3 (U TRANSM SSI ON SYSTEM The Gover nnment shal
provi de for mai ntenance as required on the Governnent-provi ded
| eased carrier systens.

3.2 (U SYSTEM CHANGES.

3.2.1 (U CENERAL. The Governnent shall devel op task
orders for specific changes to the SVIS. Each such task shall be
negoti ated separately by the Governnent and the contractor. For
each task, the contractor shall devel op hardware and software
designs and integrate these new designs with the existing SVTS
net wor k desi gn; conduct hardware and software design revi ews;
prepare plans and procedures; purchase and install hardware and
sof tware; conduct acceptance tests and training; follow
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establ i shed Configurati on Managenent (CM procedures. All system
changes shall automatically be included in SVIS mai ntenance. In
the majority of cases, the Governnment should be able to predict
tasks six nonths to a year in advance; however, the contractor
shal | al so be prepared to execute tasks with short notice (one to
t hree nonths).

3.2.2 (U Al changes to the SVTS shall be done | AWthe
Def ense Information Infrastructure (DI I) Common QOperating
Envi ronnment (CCE) standards, unless the governnent waives this
requi renent for a specific task. This information is avail able
at: http://spider.osfl.disa.ml/dii/

3.2.3 (U COWATIBILITY. The contractor shall be
responsi ble for nodifying the SVIS software to be conpatible with
any SVTS hardware changes in conjunction with a new requirenent
and vice versa. The inplenentation of a system change shall not
cause degradation to the SVITS.

3.2.4 (U TRAINING The contractor shall conduct initial
famliarization training for systemusers and hub controllers on
all new hardware and software changes.

3.3 (U MANAGEMENT.

3.3.1 (U MANAGEMENT PLAN. The successful offeror shal
submt a final managenent plan within two weeks of date of award.
The contractor shall manage the work under this contract | AWthe

approved plan. The plan shall address the contractor=s

process/ procedure to ensure hardware and software system

engi neering personnel are ready to solve conplex SVTS problens 24
hours per day, 7 days per week. The contractor's managenent plan
will also provide a single point of contact for engineering and a
single point of contact for maintenance.

3.3.2 (U NAINTENANCE SUPPCORT PLAN. The contractor=s
proposal shall include a Mintenance Support Plan. The Minte-
nance Support Plan wll be responsive to the requirenents
identified below. The plan shall provide procedures for
correcting, recording, and reporting hardware and software
di screpanci es that have been identified; analyzing problem causes
and identifying solutions; and tracki ng outstandi ng di screpancies
for which solutions are being devel oped but are not yet inple-
mented. Included in the Mii ntenance Support Plan shall be
provisions for reliability, availability and maintainability
(RAM programusing the sanme type of database managenent software

which is avail able on the government=s DI SANet Local Area Network
(LAN), currently BORLAND=s Paradox for Wndows, version 7.0. The




government reserves the right to make changes to the successfu
of feror’s Mai ntenance Support Plan (which is submtted with the
proposal ). The successful offeror shall submt the final

Mai nt enance Support Pl an, which incorporates the governnent
changes, within 30 days after the contract award. The

contractor=s mai ntenance support shall be AWw th the approved
pl an.

3.3.2.1(U) ORGANI ZATI ON. The contractor shall provide a
fully auditable FAR-conpliant material handling system (see FAR
Part 45, which can be obtained from URL
http://farsite.hill.af.ml/reghtm/far/45. htn). The contractor
shal | provide auditable record keeping and control for system
spares inventory, nodule repairs, nodule tracking and up- grades,
COTS software tracki ng and upgrades, nmaintenance data and
reports, software rel eases, engineering changes, etc., as well as
equi pnent and software installed at the sites. The contractor
shal | specify how this data will be incorporated into the
mai nt enance support database and kept current. The contractor
shall ensure that RAMrequirenents are nmet by subcontractors and
suppliers. Al databases and records created in support of the
SVTS project are owned by the Governnent.

3.3.2.2 (U NMNAI NTENANCE SUPPORT DATABASE. The contractor
shal | devel op and mai ntain a mai ntenance dat abase using the sane
type of database managenent software which is avail able on the

government =s DI SANet Local Area Network (LAN), currently

BORLAND=s Par adox for Wndows, version 7.0. The contractor shal
keep this database current and provi de updated diskettes to the
Governnment as part of the nonthly maintenance report. The

dat abase shall include the data in the maintenance tickets (see
Appendi x D). The contractor shall use this database to create
statistical reports and anal yses. The generation of reports
shal | be responsive to system status, statistical generation,
graphi cs generation, and nai ntenance short ternilong term

anal ysis by the contractor and DI SA. The dat abase and al
associated files (fornms, queries, tables, etc.) are deliverables
and, thus, are governnent

3.4 (U PERSONNEL.

3.4.1 (U SECURITY CLEARANCES. All contractor personnel
must satisfy security clearance requirenents listed in paragraph
3.5.

3.4.2 (U) GENERAL. The contractor shall ensure that al
services under this contract are perfornmed by conpetent,
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experienced and highly qualified personnel, to provide required
services in accordance with the best comrercial practices, and

W t hout unnecessary del ays or interference with Governnent
functions. The contractor shall provide evidence of his ability
to supply personnel, both in necessary nunbers and experience, to
performthe required mai ntenance and engi neering services.
Through the Iife of the contract the contractor shall maintain
and provide to the Governnent a current resune file on al
personnel providing service under this contract. As part of this
requi renent the Contractor shall provide resunes of persona
qualifications, including security clearance, training and
experience of personnel working on this contract as part of the
original proposal. The Governnent wll review all resunmes and

approve those which satisfy the governnent=s requirenents. It
shall be the responsibility of the contractor to sel ect personnel
who are fully qualified to provide the services required by this
contract, supervise enployee's work, and keep enpl oyees fully
trai ned and cogni zant of all inprovenments, changes, and new

met hods of operation.

3.4.3 (U) TECHNI CAL STAFF. The tasks in this statenent of
work shall require a resident core technical staff conposed of a
broad spectrum of information systens professionals. The
contractor shall have in-house expertise on architectural,
el ectrical and nechani cal mai ntenance and desi gn incl udi ng but
not limted to UPS, power distribution, security alarns, fire
detecti on and suppression systens, A/ C systens, shiel ded
encl osure systens, audi o/video design (including |ighting and
acoustic considerations), and el ectronics system engi neeri ng
(comon vi deo/data tel econferencing etc.). Prior to arriving on
site the contractor's enployees shall neet the qualifications and
prof essional certifications for the position to which assigned A
description of duties and m ni mum prof essi onal experience
requi renents are defined for each | abor category as foll ows:

3.4.3.1 (U PROGRAM MANAGER. Serves as the contractor's
contract manager, and shall be the contractor's authorized point
of contact with the Governnent Contracting Oficer (CO and the
Contracting Oficer's Representative (COR). Interfaces with
Gover nnment managenent personnel and contract nmanagers.
Responsi bl e for formul ati ng and enforcing work standards,
assigning contractor schedul es, and review ng work di screpanci es.
Responsi bl e for and comruni cati ng policies, purposes, and goals
of the organi zation to subordinates. Shall be available to
manage contract performance and shall not serve in any other
capacity under this contract. A mninmumof 10 years experience
is required for this position. Six years nust be specialized
experience. The renai nder may be specialized or general
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experience. Six years specialized experience is required in
conpl ete engi neering project devel opnent frominception to

depl oynment, with a denonstrated ability to provide gui dance and
direction in the tasks simlar to the sanple tasks provided in
this Statenent of Work. Proven expertise in the managenent and
control of funds and resources nmust also be shown. The Program
Manager shall al so have denonstrated capability in the overal
managenent of nulti-task contracts of this type and/or
conplexity. Ten years of progressively responsible general
experience is required in both information systens design and
managenent .

3.4.3.2 (U PRQIECT MANACER. Provides supervisory,
technical, and adm nistrative direction for personnel performng
on a task. A mnimumof 6 years experience is required for this
position. Four years nust be specialized experience. The
remai nder may be specialized or general experience. Four years
speci alized experience is required in a conplete project
devel opnment, frominception to deploynent, including supervisory
experience. General Experience is experience in Information
Systens project nmanagenent.

3.4.3.3 (U SEN OR SYSTEMS ENG NEER.  Must be capabl e of

anal yzing systemrequirenents to devel op and docunent overal
system design, consulting with users and technical staff on
relative nerits of alternative design approaches, devel oping
system devel opnent strategies, perform ng trade studies,
prepari ng devel opnent and test plans, and allocating system
requi renents to hardware and software conponents. Mist be
capabl e of anal yzing and recomrendi ng conmercially avail abl e
sof tware and hardware conponents capable of neeting system
requi renents. Mist be capable of perform ng systens integration.

Must be capable of determining life cycle |ogistics support
requi renents and ensuring that |ogistics support requirenent is
incorporated in systemdesign. Mist be famliar wth ML-STD
973 and the DIl COE. Must have experience with enbedded software
systens. Mist be famliar with network managenent and
engi neering. Mist have at |east 7 years experience as a system
engi neer. Mist have a bachelor's degree froman accredited
university in conputer science, software engineering, electrical
engi neering or a related program

3.4.3.4 (U SYSTEMS ENG NEER. Must be capabl e of anal yzing
systemrequirenents to devel op and docunent overall system
design, consulting with users and technical staff on relative
merits of alternative design approaches, devel opi ng system
devel opnment strategies, performng trade studies, preparing
devel opment and test plans, and allocating systemrequirenents to
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har dware and software conponents. Mist be capabl e of anal yzing
and recomendi ng commercially avail abl e software and hardware
conponents capable of neeting systemrequirenents, performng
systens integration and determning |life cycle |ogistics support
requi renents and ensuring that |ogistics support requirenents are
i ncorporated in systemdesign. Mist be famliar with M L-STD- 973
and the DIl COE. Mist have experience wth enbedded software
systens. Mist have at |east three 3 years experience as a system
engi neer. Mist have a bachelor's degree froman accredited
university in conputer science, software engineering, electrical
engi neering or a related program

3.4.3.5 (U SEN OR SOFTWARE ENG NEER. Must be capabl e of
devel opi ng, maintaining, and managi ng a | arge-scal e software
programin accordance with (I AW Governnent software engi neering
standards. Mist be famliar with ML-STD 498, M L-STD 973 and
the DIl COE. Must have skill in systens analysis, software
design, and software devel opnment using formal specifications,
state machi ne di agrans or other commonly accepted design
t echni ques, and conputer aided software engineering (CASE) tools
for large, conplex software prograns and enbedded software
systens. Must be capable of estimating schedul es and software
devel opment costs, and software |ife cycle managenent.
Overseei ng software configurati on managenent, interpreting
software requi renents and design specifications, nmanagi ng
integration and software test activities. Mist have experience
in large scale software devel opnent using PASCAL or a simlar
structured progranm ng | anguage. Mist have experience with
net wor ked workstations and servers runni ng under conplex, nulti-
users operating systenms (NOTE: Currently, the SVTS uses Digital
Equi prent Cor poration (DEC) VM5 wth DECnet control.) mni and
m croconputers runni ng under DEC VM5 with DECnet control. Mist
have know edge of DEC Confi guration Managenent Software (CMVS).
Must have experience wth expert systens technology. Mist have
at | east 6 years experience in managi ng or perform ng software
engi neering activities, including at |east 3 years experience
programm ng in PASCAL a simlar structured progranmm ng | anguage.
Know edge of C, C++, Java, HTM., UNI X, and M crosoft NT is highly
desirabl e, because one or nore of these may be required in the
future. Mist have a bachelor's degree froman accredited
university in conputer science, or a related program

3.4.3.6 (U SOFTWARE ENG NEER. Must be capabl e of
interpreting software requirenents and design specification to
code, integrate, and test software conponents. Mist be famliar
wth ML-STD-498, ML-STD-973 and the DIl CCE. Mist have
experience in designing and devel opi ng software in PASCAL or a
simlar structured progranm ng | anguage. Mist have experience
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w th networked workstations and servers runni ng under conpl ex,
robust, nmulti-users operating systens. (NOTE: Currently, the
SVTS uses Digital Equi pnent Corporation (DEC) VM5 with DECNet
control.) Mist have experience in the maintenance of software
code, database packages and utility progranms. Mist be able to
nmodi fy existing code and create special purpose software while
ensuring systemefficiency and integrity. Mst have at |east 3
years experience as a software engi neer, including at |east 2
years experience programmng in PASCAL or a simlar structured
programm ng | anguage. Mist have a bachelor's degree from an
accredited university in conputer science, or a related program

3.4.3.7 (U EQU PMENT | NSTALLER.  Must be capabl e of
perform ng mai nt enance on system hardware conponents. A m ni hnum
or 7 years experience is required for this position. Mist be
experienced in installing, testing, operating, and maintaining
networ k and conputer (host) communicati ons equi pnent (e.g.,
swi tcher, nodens, controllers, termnals, and nmultipl exers),
experience using and i npl enenting comruni cati on hardware and
el ectrical standards, and experience using conmunication hardware
tests and nonitoring equi pnent and anal yzing the results.
CGeneral experience is experience in using and managi ng network
and tel ecommuni cati ons equi prent.

3.4.3.8 (U LEAD SENI OR SYSTEM5 ENG NEER  Requi res
Bachel ors degree in Conputer Science or Engineering and fifteen
or nore years of applicable conplex systens design experience,
i ncl udi ng hardware-software integration of conplex systens.
Devel ops and applies advanced net hods theories and research
techni ques in investigation and solution of conplex and difficult
system desi gn requirenents and problens requiring the expert
application of advanced know edge. Plans, conducts and
technically directs projects or najor phases of significant
projects, coordinating the efforts of engineers and techni cal
support staff in the performance of assigned projects. Conducts
i nvestigations and tests of considerable conplexity. Reviews
literature, patents and current practices relevant to the
solution of assigned projects. Reviews conpletion and
i npl enentati on of system additions and/or enhancenents and
recommends corrections in technical application and analysis to
managenent . Eval uates vendor capabilities to provide required
products or services. Provides technical consultation to other
organi zati ons. May provide work | eadership for |ower |eve
enpl oyees.

3.4.3.9 (U LEAD SENI OR SOFTWARE ENG NEER. Requi res
Bachel ors Degree in Conputer Science or a related field with nine
or nore year’s applicable software design engi neering experience.
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Devel ops and applies advanced net hods, theories and research
techniques in the investigation and solution of conplex and
advanced software applications and problens. Plans, conducts and
technically directs projects or najor phases of significant
projects, coordinating the efforts of technical support staff in
the performance of assigned projects. Conducts investigations and
tests of considerable conplexity. Reviews literature, patents and
current practices relevant to the solution of assigned projects.
Revi ews conpl etion and i npl enentation of technical products.

Eval uat es vendor capabilities to provide required products or
services. May provide technical consultation to other

organi zati ons and work | eadership to | ower |evel enployees.

Excl udes those whose responsibilities are primarily in
appl i cations programm ng.

3.4.3.10 (U) DATABASE ADM NI STRATOR. Requires a Bachel ors
Degree in Conputer Science or related field and m nimumtwo years
experience in adm nistration of Paradox on networked System
Knowl edge of NT based operating systemis required as is the
ability to work in a team environnment Provide paradox database
and repository adm nistration functions for a software
devel opnent and production environnent consisting of NI, DEC VAX
operating systens. Responsibilities include Database
devel opnment, installation and support, database configuration and
capacity planning, as well as Database performance nonitoring and
t uni ng. | ncunbent shall establish, nonitor and enforce database
Adm ni strator’s standards and gui del i nes and adm ni ster the
reposi tory/ mai nt enance, backup, and recovery procedures..

3.4.3.11 (U) SYSTEMS ADM NI STRATOR. Requi res m ni num of
two years experience in admnistrative support of W ndows
net wor ked NT and VAX conputers as well as experience in the
installation and configuration of Wndows NT servers and
wor kstations in an operational environnment. Responsible for
provi di ng high-1evel system adm nistration support for networked
VAX and NT conputing environnents. Primary responsibility
include installing and mai ntaini ng operating systens
envi ronnment s, which includes installation, user account
mai nt enance, backup and retrieval, and trouble shooting operating
systens probl ens

3.4.3.12 (U) DESIGNER. Requires associate degree or
equi val ent trade school training wth enphasis in drafting
techni ques and/or electronics or nmechanics. Mninmmof five
years drafting and desi gn experience, including a m ninum of two
years design work. Proficient in use of all applicable CAD
equi pnent. Know edgeabl e of all applicable m|l-spec/standards.
Under general supervision and with considerable |atitude for
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i ndependent contribution, works from rough engi neering notes,
drawi ngs, sketches and verbal instructions to create conpl ex

el ectroni ¢ and/or mechani cal designs and | ayouts. Designs or
nmodi fies existing designs to devel op or inprove products or
facilitate manufacturing operations. Determ nes design
characteristics such as PC board path | ayout and conponent
configuration, internal and external packaging, panel control

| ayouts, functional configuration and chassis/frane design.

| nvesti gates pertinent design factors such as ease of

manuf acture, availability of materials, tooling and equi pnment,

i nterchangeability, replaceability and serviceability.

Coordi nates with other organizations affected by design

devel opnent. Makes | ayouts and drawings to clarify conpl eteness,
conformty to standards, procedures, specifications, accuracy of
cal cul ati ons and di nensions. Gathers and anal yzes i nformation,
makes studies and perforns research regarding materials or parts
needed for design by using applicable handbook data and good
wor ki ng knowl edge of avail abl e standard parts/conponents.

3.4.3.13 (U) SENI OR DESI GNER. ???Requi res associ ate degree
or equivalent trade school training with enphasis in drafting
techni ques and/or el ectronics or nmechanics and ei ght years of
progressively nore conpl ex experience including five years of
advanced desi gn concepts and applications.?Proficient in us e of
all applicable CAD equi pnent. ?Know edgeabl e of all applicable
m | - spec/ standards. Designs and executes |ayouts of conpl ex
products and equi pnent of an electrical or nechanical nature.
Compl exity of assignnents requires the exercise of considerable
initiative, latitude, independent judgnment and the ability to
desi gn i ndependently with only general technical direction.
Performs original design work after receiving the design goal or
probl em w th general nethod of processing and engi neering advice
on related theoretical aspects to be taken into account in the
design. Design work requires individual creativity, application
of advanced drafting techni ques and t horough know edge of
practical fabrication techniques. May require the sol ution of
routi ne engi neering problens including sinple stress anal ysi s,
heat transfer, vibration, acoustic isolation, strength/weight
efficiency, availability of materials, ease of fabrication,
i nterchangeability and problens of related conplexity. Prepares
cost estimates for entire project or piece of the equipnment. My
direct | ower |level designers and drafters coordinating, assigning
and checki ng their work.

3.4.3.14 (U CONFI GURATI ON MANAGEMENT ADM NI STRATOR.
Requi res Bachel ors degree in Business Admnistration or a rel ated
field and eight years configuration analysis experience. Designs
and establishes configurati on managenent docunentati on.
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Aut hori zes the rel ease of draw ngs and changes specified by
program managenent and ot her functional groups. My act as a

I iai son between program managenent and ot her functional groups to
resol ve i ssues regarding configuration analysis docunentati on.
Provi des advi ce and gui dance on net hods, procedures and
requirenents to individuals responsible for the creation of
docunent ati on. Ensures that the SVTS docunentation accurately
reflects the equi pnent and software currently in use in the

net wor K.

3.4.3.15 (U) ENG NEERI NG SPECI ALI ST. Requires associ ate
degree in Engineering, Electronics or a rel ated equival ent
techni cal or vocational education and five or nore years
appl i cabl e work experience. Provides technical support to the
fabrication, integration or test effort of electronic, nechanical
or software systens. Mintains equipnent, |ab or shop floor. My
be responsible for neeting programteam objectives and supporting
qual ity inprovenent prograns. Solves problens of |imted scope
and conplexity. Designs electronic software or el ectro-nechani cal
subsystens or conponents. Verifies electronic software or
el ectro-nechani cal products. Assists engineering staff in
bui | ding and testing prototypes or nodified el ectronic equi pnent
and systenms. Perforns functional testing, debugging and repairs
of el ectronechanical products. Installs, repairs, nodifies or
perfornms preventative mai ntenance of equi pnent and ot her
product s.

3.4.3.16 (U SEN OR ENG NEERI NG SPECI ALI ST Requires
associ ate degree in Engineering, Electronics or a rel ated
di sci pline, technical or vocational education and eight or nore
years applicable work experience. Provides technical support in
the fabrication, integration or test of electronic, nechanical or
software systens. Responsible for neeting programteam objectives
and supporting quality inprovenent prograns. Solves probl ens of
noder at e scope and conplexity. Designs electronic software or
el ectro-nechani cal subsystens or conponents. Verifies electronic
software or el ectro-nmechanical products. Assists engineering
staff in building and testing prototypes or nodified electronic
equi prent and systens. Perfornms functional testing, debugging and
repairs of electronmechanical products. Installs, repairs,
nodi fies or perforns preventative maintenance of equi pnent and
ot her products. Plans day-to-day production within established
goal s. Devel ops production plans and schedul es. My i ncl ude
| eadi ng ot her exenpt and non-exenpt enpl oyees.

3.4.3.17 (U) LEAD ENG NEERI NG SPECI ALI ST. Requires
associ ate degree in Engineering, Electronics or a rel ated
di sci pline, technical or vocational education with ten or nore
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years applicabl e work experience. Uses advanced techni cal
expertise and problemsolving resolution in the fabrication,
integration or test of electronic or nmechanical systens. Provides
techni cal support to other engineering specialists or technicians
either by review ng their work or providing general technical

| eadershi p. Wrks on probl ens of unusual conplexity. Responsible
for neeting programteam

obj ectives and supporting quality inprovenent prograns. Designs
el ectronic software or el ectro-nechanical subsystens or
conponents. Verifies electronic software or el ectro-nechani cal
products. Assists engineering staff in building and testing
prototypes or nodified el ectronic equi pnment and systens. Perforns
functional testing, debugging and repairs of el ectronechani cal
products. Installs, repairs, nodifies or performpreventative

mai nt enance of equi prent and ot her products. Makes
recommendat i ons on budgetary needs for headcount, equipnent, and
travel. May |lead small groups of exenpt and non-exenpt enpl oyees.

3.4.3.18 (U) SEN OR EQUI PMENT | NSTALLER.  Requi res associ ate
degree in technical discipline or equivalent and five years
rel ated experience. My require certifications on various
assenbly functions. Wrks on variety of conplex electronic or
mechani cal Sub-assenblies/assenblies, or conputer set-ups.
Conpl et e know edge of variety of applicable tools, hardware,
software and processes. Mentors, assists and trains | ower |evel
techni ci ans. Handl es energency and critical maintenance and
installation assignnments. May allocate resources and coordi nate
the flow of work assignnents. May performwork in variety of
environments, including labs, field sites or custoner offices.
Compl etel y under stands applicabl e specifications, standards and
term nol ogy. Interfaces directly with engi neers and custoners.
Techni cal work involves various activities associated with
fabricating and/or ensuring proper functioning of an electronic
or mechani cal sub-assenbl y/assenbly, or conputer set-up; this may
i nvol ve activities such as assenbly, installation,
troubl eshooting, aligning, admnistration (i.e. system
adm ni stration).

3.4.3.19 (U) DRAFTING TECHNI Cl AN. Wbrks closely with design
originators, preparing drawi ngs of unusual, conplex, or original
designs which require a high degree of precision. Perforns
unusual ly difficult assignnments requiring considerable
initiative, resourceful ness, and drafting expertise. Assures
that antici pated problens in manufacture, assenbly, installation,
and operation are resolved by the drawi ng produced. Exercises
i ndependent judgnent in selecting and interpreting data based on
knowl edge of the design intent. Although working primarily as a
drafter, may occasionally interpret general designs prepared by
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others to conplete mnor details.

3.4.3.20 (U) PROGRAM ANALYST. Requires Bachelors degree in
Busi ness Adm nistration or a related field wwth two years
experience in budget devel opnent and a worki ng know edge of
contractual docunents. Responsible for detailed financial and
adm ni strative activities such as budgeting, reporting,
estimating, analysis, etc. for noderate sized prograns,
or gani zati ons or proposals. Performs cost/schedul e vari ance
anal ysis and provides resulting reconmendations. Participates in
budget preparation and nonitors expenses. Prepares or assists in
the preparation of cost-to-conplete projections. Assists in
preparing estimates. Interprets and inplenents custoner
requi renents for noderately conplex cost proposals. Excludes
personnel whose primary responsibility is cost accounting or
financi al anal ysis.

3.4.3.21 (U) MATERI ALS SPECI ALI ST. Requires associ ate
Degree or higher in business admnistration or related field. ???
?Requires 2 years of general experience. Perforns a variety of
routi ne and/or | ow dollar val ue buying/purchasing tasks invol ving
materials, supplies or services. Reviews purchase regul ations,
and places orders with approved suppliers. May eval uate bids,
sel ect and/or recommend suppliers and negotiate price, delivery,
quality and service. Follow up on all awards until conpletion of
order. May assist in negotiations for major purchases by
devel oping or conpiling statistical information and gathering
other data as required. Coordinates with the accounting
departnent as required to resolve questions on supplier’s
i nvoi ces.

3.4.3.22 (U MATERI EL ADM NI STRATOR Requires two years of
experience in purchasing a variety of materials, supplies and
services. Evaluates bids, selects and recomends suppliers and
negoti ates price, delivery, quality and service. Follows up on
all awards until conpletion of order. Negotiates and settles with
suppliers regardi ng danage cl ains, rejections, |osses, return of
materials, over-shipnments, cancellations and engi neeri ng changes.
Conducts supplier site visits and rates themas to production
capability, performance and delivery.

3.4.3.23 (U SEN OR MATERI EL ADM NI STRATOR. Requires a
Bachel ors degree in Business Admnistration or a related field
with a mninmum of four years experience. Responsible for
purchasing a variety of conplex or technical materials, supplies
or services. Evaluates bids, selects and recomends suppliers and
negoti ates price, delivery, quality and service. Follows up on
all awards until conpletion of order. Negotiates and settles with
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suppliers regardi ng danage cl ains, rejections, |osses, return of
mat eri al s, over-shi pnents, cancell ations and engi neeri ng changes.
Conducts supplier site visits and rates themas to production
capability, performance and delivery. May provide work | eadership
for Iower |evel enployees.

3.4.3.24 (U) SUBCONTRACT MANAGER. A Bachel ors degree is
required with a m ninum of eight years rel evant work experience
in Business Adm ni stration or equival ent. Responsible for the
procurenent of major, conplex subcontracts including managenment
of cost, schedul e and perfornmance paraneters. Manage activities
related to the procurenment of materials, services, parts,
conponents, subassenblies and equi pnment. Devel op procurenent
policies and procedures. Negotiate major subcontracts invol ving
| arge dollar volunmes, conplex ternms or critical program
i nplications. Exercise judgnent in selecting nmethods, techniques
and evaluation criteria for achieving goals and objectives.
Provi de supervision and training of staff to ensure proper
under st andi ng/ appl i cation of job skills.

3.4.3.25 (U PROGRAM ADM NI STRATOR. Requires a bachelor’s
degree in business admnistration or related field and 8 years of
experience. Perforns a broad spectrumof functions related to
anal yzi ng and eval uating the program i ncluding assisting the Program
Manager in planning, inplenenting, controlling, and coordi nati ng work
efforts. Analyzes project data (financial, staffing, and schedule) to
determ ne the status of budget execution and adherence to schedul es.
Anticipates or identifies possible deficiencies or problens, and
determ nes alternatives for corrective actions. Analyzes technical
pl ans, fiscal history, and fiscal performance to ensure efficient
utilization of resources and to ensure consistency with established
policy and managenent objectives. Ildentifies potential or actual
probl em areas, and recomrends corrective actions. Eval uates
alternatives for corrective actions in terns of their effect on the
project and on the overall utilization of resources (financial and
staff). Devel ops and recommends adjustnents in resource utilization
to resol ve problens and to provide bal anced project objectives.
Ensures that Contract Data Requirenents products (CDRL itens) are in
conpliance wth the applicable Data Item Descriptions (DI Ds), are of

high quality, and are submtted on tinme. Analyzes all invoices
submtted to the governnent to ensure that they are correct and that
they accurately reflect the work actually done during the billing

period. Takes appropriate actions to correct any discrepanci es not ed.

3.4.3.26 (U ASSOCI ATE PROGRAM ADM NI STRATOR. Serves
as the assistant to the Program Adm nistrator in the performance
of all of the duties described for that person, and perforns work
under the direction of the Program Adm nistrator. Collects data,
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perforns anal yses, identifies actual or potential problens, and
determ nes possible alternatives for correcting problens.
Ensures that all paperwork products (CDRL itens, invoices, etc.)
are satisfy the requirenents, are of high quality, and are
submtted on tine.

3.4.3.27 (U PRQIECT COORDI NATOR or SECRETARY. A high schoo
diploma with 3 years related experience is required. Perforns
variety of adm nistrative support. Answers, screens, routes phone
calls; takes appropriate action as necessary. Distributes or
routes mail, packages and paperwork. Conpletes standard fornms and
paperwor k. Prepares standard packages of information or
docunents. Researches and gat hers standard and defi ned
information as required. Creates and maintains appropriate |ogs,
inventories, filing (hard or soft), status reports/tracking.
Performs standard financial duties as required, including
generating special check requests, admnistering petty cash fund
and tracki ng charges and expendi tures agai nst budget. Prepares
docunent s under general guidance. Generates standard reports in
varying formats. May schedul e neetings, trips, shows, or other
events, including arrangi ng acconmodations, tickets and ot her
reservations and preparing and distributing itineraries, tickets
and other pertinent information. May maintain one or multiple
cal endars. Perfornms other duties as required.

3.4.4 (U RICGHT TO RESTRI CT ACCESS. The Gover nnment
reserves the right to restrict any contractor enployee's access
to the Hub or Nodes or to direct the contractor to renove any
enpl oyee fromthis contract based on security or safety
vi ol ati ons.

3.5 (U SECURITY. The Contractor shall conply with the security
requi renents (OPSEC and COVBEC) |isted on the DD Form 254 to
ensure informati on and docunentation is protected and shal

conply as well with the applicable provisions of the Secure Video
Tel econferenci ng System (SVTS) Network Security Manual (NSM.

3.5.1 (U SECURITY CLEARANCES. In order to gain regular
access to SVIS sites and perform nmai nt enance on SVTS equi pnent,
Contractor Personnel will require a personnel security clearance
of TOP SECRET, and favorable determination of eligibility for
access to Sensitive Conpartnented Information (SCl). A favorable
determ nation of eligibility occurs when a formal determ nation
has been nmade that the individual neets the national reliability
standards in Director of Central Intelligence Directive (DCl D)

1/ 14, "M nimum Personnel Security Standards and Procedures
Governing Eligibility for Access to Sensitive Conpartnented
I nformation.” The individual concerned may or may not have

21



received a formal access approval for a specific category of SCl
The only security clearances that wll be acceptable wll be

interimor final Top Secret and a favorabl e determ

nati on of

eligibility for access to SCl granted by Defense Industri al

Security Clearance Ofice (DI SCO and the Defense |
Agency, respectively. Under no circunmstances wll
al l owed to perform SVIS site mai ntenance w t hout at

ntelligence
an enpl oyee be
| east an

interimTop Secret security clearance/ SCI access approval.

3.5.1.1 (V) POSITION SENSITIVITY. DOD 5200.2-r, DCOD

Personnel Security Program requires

DOD mlitary

and civilian personnel, as well as DOD consultant
and contractor personnel, who performwork on
sensitive automated information systens (AISs), to
be assigned to positions which are designhated at

one of two sensitivity |levels (ADP-I
These designations equate to Critical

or ADP-11).
Sensitive

and Non-Critical Sensitive. The Governnent has
determ ned that all positions associated with work

on this contract are ADP-1, Critica
The contractor shall assure that i ndi

Sensitive.
vi dual s

assigned to work on this contract have conpl eted

t he appropriate forns.

The required investigation will be conpleted prior
to the assignnment of individuals to sensitive

duties associated with the position.

The

contractor shall forward their enpl oyee cl earance

informati on (conpl eted SF 85P, Questi

onnaire for

Positions of Public Trust, and two DD Forns 258
(Fingerprint cards) to: DI SA Industrial Security
Division (D16); ATTN. Personnel Security (D162);

5111 Leesburg Pi ke, Suite 100; Falls
22041- 3206.

Church, VA

DI SA retains the right to request the renoval of

contractor personnel, regardless of prior

cl earance or adjudication status, whose actions,

whil e assigned to this contract, clearly conflict

with the interests of the Governnent.

The reason

for the renoval wll be fully docunmented in

witing by the Contracting Oficer.

VWhen and if

such renoval occurs, the contractor shall, within
60 wor ki ng days, assign qualified personnel to any

vacanci es thus created.

3.5.2 (U) EXCEPTIONS. Individuals who are not specifically
assigned to SVTS, or do not hold TOP SECRET cl earance based on
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the criteria contained in DCID 1/14, may be granted access to an
SVIS facility for extraordinary reason for one occasion. Access
by such personnel will be held to an absolute m ni mum consistent
with the operations needs of the SVTS network and in accordance
with locally established procedures. These individuals nust be
U S citizens, nust be escorted at all tinmes by a host agency

i ndi vidual with a TOP SECRET cl earance based on the criteria
contained in DCI D 1/ 14, and may not use the consol e equi pnent.
The additional requirenents outlined in the foll ow ng

subpar agraphs strictly apply as stat ed.

3.5.2.1 (U SVTS MAINTAI NERS. The contractors assigned as
mai nt ai ners of the SVIS network nmust neet the access requirenents
in paragraph 3.5.1. Additionally, SVIS maintainer will require
full-time visual contracts with host agency personnel with a TOP
SECRET cl earance based on the criteria contained in DCID 1/14.

3.5.2.2 (U SVIS SITE PREPARATI ON. I ndividuals involved in
the preparation of a site prior to the arrival of SVTS equi pnent
must neet the access requirenent in paragraph 3.5.2. No cl earance
IS required.

3.5.2.3 (U SH ELDED ENCLOSURE | NSTALLERS. | ndi vi dual s
involved in the installation of SVTS shielded encl osures nust
meet the access requirenents of paragraph 3.5.2. In addition to
bei ng escorted by a host agency individual with a TOP SECRET
cl earance based on the criteria contained in DCID 1/14, shiel ded
enclosure installers nust be U S. citizens, pass national agency
check, and be supervised by a coworker with at |east a SECRET
cl earance.

3.5.2.4 (U EQU PMENT DELIVERY. Individuals involved in
the | oadi ng, transportation, and delivery of SVTS equi pnment prior
to operation nust neet the requirement of paragraph 3.5. 2.
Addi tionally, these individuals nmust possess at |east a SECRET
cl earance.

3.5.2.5 (U SYSTEM I NSTALLERS. Personnel perform ng SVTS
installation and testing nust be U S. citizens, be cleared at
| east TOP SECRET, have a background investigation current within
5 years. In addition, all work nust be perfornmed under the
supervi sion of a contract enployee know edgeabl e of the work
bei ng perfornmed and hol ding a TOP SECRET cl earance based on the
criteria contained in DCI D 1/ 14.

3.5.2.6 (U NON SVTS MAI NTENANCE AND EMERGENCY PERSONNEL
Uncl eared service personnel, such as electricians, custodians,
and carpenters, perform ng non-SVIS nmai nt enance, and doctors,
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energency nedical teans, and firefighters will be granted access
as necessary. These individuals wll neet the requirenents of
paragraph 3.5.2. Energency personnel will be escorted, if

possi ble, and all practical steps should be taken to secure the
facility, including shutting down the system and covering
classified material. None of these procedures, however, should
i npede or delete entry of energency personnel.

3.5.3 (VU) COWPUTER SECURI TY. The contractor shall foll ow
the requirenents outlined in Section 7 of the SVIS NSM

3.5.3.1 (U SOFTWARE PERSONNEL. All contractor personnel
involved in the design, devel opnent or installation of SVTS-
specific software must hold, as a mninmum a SECRET cl earance.

3.5.3.2 (U SOFTWARE DEVELOPMENT. All software designed
specifically for the SVIS network nust be devel oped in a SECRET
envi ronment under strict configuration managenent in accordance
wi th the Configuration Managenent Plan. Printed listings of code

will be classified and marked "SECRET. @

3.5.4 (U SCHEDULE FOR OBTAI NI NG CLEARANCES. The
contractor shall hold or apply for security clearances within 10
wor ki ng days after receipt of the contract. The contractor shal
be responsible for obtaining clearances including all required
fees, AWthe applicable regulations, for its enployees. Access
to governnent facilities shall be restricted to the contractor's
per sonnel and ot her personnel as deened necessary to conply with
the requirenents of this contract.

3.5.5 (U GENERAL REQUI REMENTS. The contractor must conply
with all governnent requirenents regardi ng security procedure/
cl earance, wearing of badges, access |lists, safety procedures,
etc. The contractor shall coordinate through the COR to obtain
facility control badges for contractor personnel.

3.5.6 (U FACILITY REQU REMENTS. The contractor shal
possess or obtain a facility clearance at the security
classification level as specified in the DD Form 254 attached
hereto. The contractor shall conply with all appropriate
security regulations in handling classified materials and in the
production of docunentation. The contractor shall submt al
requests for classified information to the Governnent for
verification of "need-to-know' and subsequent processing.

3.5.7 (U CONTRACTOR SECURI TY PO NT OF CONTACT. The
contractor shall designate a person to assune responsibility for
all security matters. This person shall be identified in the
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personnel |ist.

3.5.7.1 (U The designated person shall provide overal
supervi sion, adm nistration and coordi nation of security matters
dealing with the SVTS contract | AW References 1A, 1B, 2A, and 2B
i n Appendi x A

3.5.8 (U CONTRACTOR SECURI TY PROGRAM  The contract or
shal | establish a programto safeguard and protect classified or
uncl assified/sensitive material in its custody | AW applicable
government regul ations.

3.5.9 (U) PHYSI CAL SECURI TY. The contractor shal
establish and maintain a positive physical security program
consistent with applicabl e governnment security docunments covering
all contractor's activities.

3.5.9.1 (U The contractor shall be responsible for
saf eguarding all Governnent property provided for contractor use.

3.6 (U CONFI GURATI ON MANAGENENT.

3.6.1 (U) The contractor shall follow the Governnent’s
Confi gurati on Managenent and Software Managenent Pl an, which is
described in Appendix G  The contractor shall followthe
software configuration managenent requirenments and Software
Confi gurati on Managenent and Software Product Standards of the
M L- STD-498. The contractor shall provide a Software Devel opnment
Plan (CDRL S001) | AWM L-STD-498 for Governnent approval

3.6.2 (U) The contractor shall follow the Configuration
Managenent general requirenents in accordance with M L-STD 973,
paragraph 4 and subparagraphs except that paragraphs 4.3.2 and
4.3.3 do not apply.

3.6.3 (U) The contractor shall provide a Configuration
Managenent Plan in accordance with M L-STD- 973, paragraph 5.2.1
and Appendi x A

3.6.4 (U) The contractor shall establish and maintain
configuration identification in accordance with M L-STD 973,
paragraph 5. 3. 1.

3.6.5 (U) The contractor shall select and recommend
potential configuration itens in accordance with M L-STD 973,
par agraph 5. 3. 2.

3.6.6 (U) The contractor shall establish and inplenent a
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devel opnent al configurati on managenent process in accordance with
M L- STD- 973, paragraph 5.3.3 and subpar agr aphs.

3.6.7 (U) The contractor shall maintain configuration
baselines in accordance with M L-STD 973, paragraph 5.3.4 and
subpar agr aphs.

3.6.8 (U) The contractor shall establish an engi neering
rel ease systemin accordance with ML-STD 973, paragraphs 5. 3.5,
5.3.5.1, and Appendi x B.

3.6.9 (U) The contractor shall assign unique identifiers
for configuration itens and their configuration docunents in
accordance wth ML-STD 973, paragraph 5.3.6 and subparagraphs.

3.6.10 (U) The contractor shall inplenment a configuration
control function in accordance with M L-STD- 973, paragraph 5.4.1

3.6.11 (U) The contractor shall follow the requirenents for
engi neering changes in accordance with ML-STD 973, paragraph
5.4.2.

3.6.12 (U) The contractor shall follow the engi neering
change process in accordance with M L-STD 973, paragraph 5.4.2.1

3.6.13 (U) The contractor shall follow the adm nistrative
requirenents in accordance with ML-STD 973, paragraph 5.4.2.2
and subpar agraphs, and Appendi x D.

3.6.14 (U) The contractor shall follow the requirenents for
Speci fication Change Notices in accordance with M L-STD 973,
paragraph 5.4.6 and subparagraphs, and Appendi x F.

3.6.15 (U) The contractor shall follow the configuration
control procedures (short-form) in accordance with M L-STD 973,
paragraph 5.4.8 and subparagraphs, and Appendices D and E

3.6.16 (U) The contractor shall follow the configuration
status accounting procedures in accordance with M L-STD 973,
paragraph 5.5 and subparagraphs, and Appendices H (as tailored in
SOW par agraph 3.6.16.1 below), | and J.

3.6.16.1 (U The contractor shall provide an information
managenent systemfulfilling the requirenents of M L-STD 973,
Appendi x H, paragraph H 5.1.1 and Tasks 101, 102, 103, 104, 105,
106, 107, and 111.

3.6.16.2 (U The contractor shall provide active change
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processing information fulfilling the requirenments of ML-STD
973, Appendi x H, paragraph H. 5.1.2 and Tasks 201, and 202.

3.6.16.3 (U The contractor shall provide detail ed approved
change inplenentation activities fulfilling the requirenments of
M L- STD- 973, Appendi x H, paragraph H 5.1.5 and Tasks 411, 413,
414, 415, and 416.

3.6.16.4 (U The contractor shall provide an active
configuration of units in the field fulfilling the requirenents
of ML-STD-973, Appendi x H, paragraph H 5.1.6 and Tasks 502, and
503.

3.6.17 (U) The contractor shall follow the configuration
audit procedures in accordance with ML-STD 973, paragraph 5.6
and subpar agraphs, except that subparagraph 5.6.2 does not apply.

3.6.18 (U) The contractor shall update the SVTS baseline
docunent ati on by providi ng change pages for existing
docunentation that reflects new SVTS hardware and software. The
basel i ne docunentation is:

3.6.18.1 (U Hardware and facilities docunentation:

a. Engi neering and Installation Plans

b. Gover nient - Fur ni shed Equi pnent / Gover nnent -
Fur ni shed Manual s

C. COTS equi pnent descriptions

d. External ports interface docunents

e. Functional Specification

f. Cabl e D agrans

g. Racks el evation

h. Operation & Mai ntenance Manua

3.6.18.2 (U Software docunentation:
a. Software Installation Manua
b. SystemlInterface Specifications

C. Sof t ware Program Specifications for the HCP
NCP, UCT, and Data and Systens Utilities
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Sof t war e Program Mai nt enance Manua
Net wor k Control |l er Manua

System Control | er Manua

Techni cal Controll er Mnual

Hub Operati ons Manua

Node Operations Manua

Node Trai ni ng Manual

Hub Trai ni ng Manual

SVTS Techni cal Manual
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m Qui ck Reference Quide
n Program Docunent ati on for the SVTIS Support
System

3.6.19 (U) The contractor shall update the existing Hub
operati ons conputer-based training (CBT) system The systemis
conpri sed of COMPAQ 100 MHZ mul tinmedi a workstation and a NEC 19"
color nonitor. The systenis software code is witten in TENCORE
a conputer-aided training | anguage. The contractor shal
mai ntai n the CBT software and hardware. The existing code w ||
be provided by the Governnent.

3.7 (U GOVERNVENT FURNI SHED EQUI PVMENT ( GFE) AND SERVI CES.

3.7.1 (U EQU PMENT.

(1) EM Test Sets. The list of equipnent is included
i n paragraph 4 of Appendix I.

(2) Software Devel opnent Facility. The list of
equi pnent is included in paragraph 5 of Appendi x C.

(3) Maintenance Spares Inventory. A set of spares
w Il be provided by the Governnent. The set will consist of the
spares inventory renmaining at the end of the current maintenance
contract. A partial list of the spares inventory, as of 16 June
1997, is included in Appendix H  After contract award, the
contractor shall review the list and shall provide to the
governnment a list of any additional itens that the contractor
deens essential for acconplishing the maintenance task. The
governnment will reviewthe list and will furnish those itens it
consi ders reasonable. The contractor shall be responsible for
mai ntai ning the spares inventory at the level (quantity and
quality) supplied by the Governnent; this set of spares wll
constitute the required spares inventory. The required spares
inventory listing (CODRL MDO6, “Spare Parts List”) may be nodified
by Task Orders. At the end of the contract, the contractor shal
return to the Governnent, the full set of spares.

(4) Al current GFE equipnent is Y2K conpliant. All
GFE provided under this contract will also be Y2K conpliant.

3.7.2 (U DOCUMENTATI ON. All docunents listed in Appendix A
will be provided to the Contractor.

3.8 (U DE& FACILITY. The governnment will provide the hardware
and software for the Design, Engineering, and Integration (DE&l)
facility, which includes the Software Devel opnent facility (SDF).
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The DE& facility provides a secure (up to Secret) climate-
control |l ed environnent, desk space, all hardware and software
required to support three full SVTS nodes and a HUB, to include
COVBEC control l ed crypto equipnment. It is used for SVIS system
design, prototyping, integration, testing, and reproducing
probl ens detected in the field. The software support environnment
provi des devel opnent and integration tools associated with
sof tware engi neering, system docunentati on and configuration
managenent of nultiple SVTS baselines. The DE& shall also be
used to reproduce problens reported in the field so the
mai nt enance and repair of operational SVTS conponents can be
expedi t ed.

3.9 (U YEAR 2000 COVPLI ANT. Year 2000 (Y2K) Aconpli ant @ neans

i nformation technol ogy that accurately processes date/tine data
(including, but not limted to, calculating, conparing, and
sequencing) from into, and between the twentieth and twenty-
first centuries, and the years' 1999 and 2000 and | eap year

cal cul ations. Furthernore, Year 2000 conpliant information

t echnol ogy, when used in conbination with other information

t echnol ogy, shall accurately process date/tine data if the other
i nformati on technol ogy properly exchanges date/tine data with it.
Al current/existing SVIS information technol ogy is Year 2000
conpliant. Any information technol ogy devel oped by and/ or
acquired by the contractor that will interface with existing SVIS
i nformation technol ogy nmust be Year 2000 conpliant.

Specifically, when acquiring new information technol ogy that wll
be required to performdate/time processing involving dates
subsequent to 31 Decenber 1999, the contractor shall (a) ensure
that the information technol ogy be Year 2000 conpliant; or (b)
ensure that non-conpliant information technol ogy be upgraded to
be Year 2000 conpliant prior to the earlier of (a) the earliest
date on which the information technol ogy may be required to
performdate/time processing involving dates |ater than 31
Decenber 1999, or (b) 31 Decenber 1999.
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